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WHAT IS CLAIMED IS: 

\l. An information communication apparatus 
comprising : 

enciphering means for the transmission 
information; and 

ciphers process selection means for selecting 
whether or not to use said enciphering means at the 
communication oi: information. 

2 . An inf ormVtion communication apparatus 
according to claim l\^ wherein said cipher process 
selection means includes : 



to execute enciphering on ^said transmission 
information; and \ 

means for selecting whether or not to use said 
enciphering means according to \he designation from an 
information transmitting person. \ 

3. An information communication apparatus 
according to claim 1, wherein said cipher process 
selection means includes medium discrimination means 
for discriminating the communication mediVm connecting 
the apparatus of the information transmitting side and 
the apparatus of the information receiving s^ide, and 
selects whether or not to use said enciphering^ means 
according to the connecting communication medivan. 



designation means 



r designating whether or not 
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\ 4. An information communication apparatus 
according to claim 1, wherein said cipher process 
selection means includes cipher permission 
discrimination means for discriminating whether the 
deciphering is possible at the apparatus of the 
information receiving side, and selects whether or not 
to use said enciphering means according to the result 
of said discrimination. 

5 . An information communication apparatus 
according to claim l\ wherein said cipher process 
selection means inclucres secrecy level discrimination 
means for discriminating, the level of secrecy of said 
transmission information A and selects whether or not to 
use said enciphering means ^according to the result of 
said discrimination. \ 

6 . An information communication apparatus 
comprising: \ 

cipher discrimination means fon discriminating 
whether the received information is enciphered; and 

error process means for executing^ a predetermined 
error process in case said cipher discrimination means 
identifies that said received information \is 
enciphered. \ 



7. An information communication method for 
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selecting whether or not to use a cipher process for 
the information to be transmitted, at the transmission 
thereof . 

8\ An information communication method according 
to claimV7, wherein the selection whether or not to use 
the cipheAprocess for said transmission information is 
made according to a designation from the information 
transmitting person . 

9 . An information communication method according 
to claim 7, whereinVthe selection whether or not to use 
the cipher process foV said transmission information is 
made according to a communication medium used among 
different communication media enabling communication 
between the apparatus of trae information transmitting 
side and the apparatus of the information receiving 
side. \ 

10. An information communication method according 
to claim 7 , wherein the selection whether or not to use 
the cipher process for said transmission information is 
made according to the result of a discrimination 
whether the deciphering is possible at the apparatus of 
the information receiving side. \ 



11. An information communication method\ according 



■op claim 7, wherein "the selection whether or not: to use 
th\e cipher process for said transmission information is 
mada according to the level of secrecy of said 
transmission information . 

12. \ An information communication method 
comprising^ steps of : 

a) discriminating whether the received information 
is enciphered\ and 

b ) executing a predetermined error process in case 
said received information is discriminated to be 
enciphered. \ 

13 . An information communication system 
comprising: \ 

an information transmitting apparatus including 
enciphering means for the transmission information; and 
cipher process selection means for selecting whether or 
not to use said enciphering means at the communication 
of information; and \ 

an information receiving apparatus including at 
least decoding means for decoding\ the non-ciphered 
received information; cipher discrimination means for 
discriminating whether the received information is 
enciphered; and error process means for executing a 
predetermined error process in case said received 
information is discriminated as to be enciphered . 
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\ 14. An information communication system 
comprising; 

\an information transmitting apparatus including 
enciphering means for the transmission information; and 
cipher process selection means for selecting whether or 
not to use said enciphering means at the communication 
of information; and 

an information receiving apparatus including 
cipher discrimination means for discriminating whether 
the received information is enciphered; and decoding 
means for decodingVthe enciphered received information, 
in case said received information is discriminated as 
being enciphered. \ 

15. An information Vommunication system according 
to claim 13, wherein said cipher process selection 
means includes designation means for designating 
whether or not to execute enciphering of said 
transmission information, and selects whether or not to 
use said enciphering means according to the designation 
from the information transmitting oerson. 

16. An information communication, system according 
to claim 13, wherein said cipher process selection 
means includes medium discrimination means for 
discriminating the communication medium connecting said 
information transmitting apparatus and said information 



• # 
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receiving apparatus, and selects whether or not to use 
sad^ci enciphering means according to the connected 
commVnication medium. 



10 



17\ An information communication system according 
to claim\l3, wherein said cipher process selection 
means includes cipher permission discrimination means 
for discriminating whether the deciphering is possible 
in said information receiving apparatus, and selects 
whether or not\ to use said enciphering means according 
to the result of said discrimination. 
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18. An information communication system according 
to claim 13, whereiA said cipher process selection 
means includes secrecy level discrimination means for 
discriminating the level of secrecy of said 
transmission information), and selects whether or not to 
use said enciphering means^ according to the result of 
said discrimination . 

19. A computer readable Njnemory medium storing a 
program for functioning a computer as means described 
i n any^of^clrairms— 1 — to— 6* . 



25 



20. 



A computer readable memory medium storing a 



program for functioning a computer as means described 

in a*^y--crir~£r3raMfrs---7 — to — 2r2-. 
A 
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2SL . A communication apparatus comprising: 

a ) ^enciphering means for enciphering information; 

b) m^ans for discriminating whether an 
intermediate^ transfer device is present in a 
transmission cshannel ; and 

c) controAmeans for causing said enciphering 
means to encipherVthe information in case said 
discrimination meank discriminates that the 
intermediate transf er\device is present. 

22. A communication\apparatus according to claim 
21, wherein said intermediate transfer device is a 
server . 
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23. A communication apparatiis according to claim 
21, wherein said discrimination meairs is adapted to 
discriminate whether said intermediate, transfer device 
is present, based on the destination address of the 
information . 
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